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How to Tunnel Remote Desktop

Through SSH on a Windows Computer

Why me and why now?

CAE has been charged to implement the College of Engineering Network Security Policy . As part of the security
measures, the College has set up a firewall, which blocks access to the College's network on certain ports.

Those wishing to access their office (or lab) computer can do so via "Windows Remote Desktop", although not directly.
The method described below provides a secure (encrypted via SSH) method to gain access to a remote desktop
(computer) behind the College's firewall. This procedure is called tunneling. For details on how to remotely connect to a
CAE Desktop, see the CAE Remote Desktop page on the CAE web site.

What you need

® The SSH client called PUTTY which can be downloaded from http://www.chiark.greenend.org.uk/~sgtatham
/putty/download.html . There is no installation routine for PUTTY as the entire program consists of the file
"putty.exe"

® A CAE account to log into any CAE Unix computer

Setting up PuTTY

1. Start PUTTY (double-click on putty.exe). You will see a window similar to this one:
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2 PUTTY Configuration
Cateqony:
(= Session | Bazic options for your PuT T session |
L.ngglng — Specify your connection by host name or P address
=]~ Terminal
Hoszt Mame [or P addressz) Part
- Keyboard
- Bell | |22
- Features Protocol:
= Wwindow " Raw {" Telnet ¢ Flogin ' S5H
- Appearance -
B S Load, save or delete a stored session
- Translation Saved Seszions
- Selection I
I:':'I':'!""S Default Settings Load |
[=]- Connection
-~ Prosy Save |
- Telnet
- Rlagin Delete |
=+ 55H
- Auth
- Tunnels | loe window an exit
+ Bugs " Always  © Mever % Only on clean exit
About | Open I Cancel

2. Next, enable compression. Select SSH protocol level 2 as the default in the SSH subcategory for better security:

11/24/2009 03:47 PM



Windows Remote Desktop http://www.engr.wisc.edu/computing/best/rdesktop-putt...

2% PuTTY Configuration ) x|
Categony:
(=l Session | Dptions controling S5H connections |
L T;rr:;iiga?mg ~D'ata to send to the server
' Kapboaid Remote command:
- Bell |
- Features ,
- Window ~ Protocol options
. Appeatarice (M bii 3 pseudo-terminal
- Behaviour ¥ Enable compression
- Tranglation Preterred protocol vers
- Selection C oy O < 2 ) € Zonky
- Colours . .
EEahnection ~ Encryption options
- Prosy Encryption cipher selection policy:
- Telnat AES [S5H 2 only)
2 Blowifizh 1
- Rlogin IDES p
—=-55H - warn below here - D
- Auth DES S |
- Tunnels
“ Bugs [ Enable legacy uze of single-DES in S5H 2

About | Open I Cancel

3. To configure the "tunneling”. In the example below, we are tunneling the remote desktop port on the local
machine, through the gateway to the Remote Desktop port on the fictitious remote server
"remotedesktop.engr.wisc.edu" (enter the name or IP address of your computer in place of this name). The name
is resolved from the remote gateway machine, so it can be a hostname not visible to the user machine.

Depending on your operating system, what you enter into "Source Port" may be different from the example
shown:

O Windows XP 127.0.0.2:3389
O Other Windows Platforms: 3389
For more information on why this is necessary, see this page
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x|

Categary:
=]+ Session | Dptionz controlling S5H tunnelling
g T;rnl'-ui?'ugalgmg 11 forwarding
i . Keyboard [~ Enable %11 forwarding
- Bell # digplay lozation
: Features Femate 11 authentication protocol
(= Window % MIT-Magic-Cookie-1 ¢ XDM-Authaorization-1
i i Appearance
Echaviour ~ Port fanwarding
Tranzlation [T Local ports accept connections from other hosts
Selection ™ Remoate ports do the same [S5H v2 only)
. Colours Farwarded parts:
= Connection ml
- Proxy
- Telnet
- Rlogin
=l 55H Add new fonwarded port;
Autth £ Source port IEEEE Add
—tp - Tunnels
- Bugs {_ Destination |remntedesktnp.engr.wisc.edu:SSEE
' Local " Remate " Dynamic

About |

Open I Cancel |

O The source port is the port on the user machine to which you will address connections that you intend to

have tunneled.

O The destination defines a host and a port to which the remote gateway's sshd will connect incoming traffic
from the user machine. When you click on
O Add, the results are displayed like this:
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A2 PuTTY Configuration x|
Categony:
=]+ Session | Optionz contraling SSH tunneling |
& T;r-rln-'igalgmg —#11 forwarding
- i :
" i Keyboard [ Enable %11 forwarding
- Bell # display location |
? Features Remate %11 authentication protocaol
=1+ Window & MIT-Magic-Cookie-1 " XDM-futhorization-1
© b Appearance
.. Behaviour ~ Part farwarding
: Tranzlation ™ Local ports accept conmections from other hosts
- - Selection [ Remote ports da the same [SSH w2 anly)
. Colours Farwarded parts: BERaa |
[=I- Cannection
i Prosy L3389  remotedeskiop.engrwisc.edu; 3389
----- Telnet
- Rlogin
=+ 55H Add new forwarded port:
- Auth Source port I
- Tunnels
o Bugs D estination |

" Local " Femote " Dynamic

About | Open Cancel

4. Go back to the Session subcategory, identify the gateway host's IP address or name (in the example below we
used sun-10.cae.wisc.edu as the gateway, although it could be any computer with ssh allowed through the
firewall), make sure that the SSH button is filled, name your session (in this case "Tunnel to my Remote
Desktop") and save it:
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2% PuTTY Configuration _ x|
Categony:
- Session B azic options for vour PUT TY zession |
A T;r.rlr_liigalgmg — Specify yo ion by host name or IP address
T p e ame [or IP address) Puort
Bell sun-10.cae. wizc. edu |22
- Features "
=1 Windowm " Raw " Telmet ¢ Rlogin {  S5H
¢ e Appearance . S
P Y ~ Load, zave or delete a stored session
L. Translation Saved Sessions
Selection Tunnel o my Remaote Desktop
I:Dl':'_urs [Default Settings
=l '::DHHECUDH Tunnel ta my Remate Desklop
- Telnet
i Rlogin
El- 55H
i Buth
{ ;unnels Close window on exit:
LS  Always O Never % Only on clean exit
About | Open Cancel

Whenever you need the tunnel to appear, you can start PuTTY and double-click that session.

Starting Remote Desktop

1. Start PUTTY and then click on the session that you saved earlier; this will start the SSH connection.

2. Login to the gateway computer when prompted (in this case, the gateway computer is 'sun-10.cae.wisc.edu') and
when the login process is done, you can minimze the active PuTTY session (you don't need to type anything more,
but you need to keep the program running).

3. Start your Remote Desktop program as usual. Instead of entering the name of the computer that you want to
connect to, you must type in the address and port that Putty is forwarding to. Depending on your operating
system, this may be different from what is shown in the example:

O Windows XP: 127.0.0.2

O Other Windows Platforms: 127.0.0.1
This will connect you to the computer that was specified in PUTTY (in this case, the fictional computer
remotedesktop.engr.wisc.edu).
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0[]

"'.': Remote Desktop Connection N

Desktop
ction

Computer:  [127.0.0.1 =

Connect I Cancel Help | Optionz >

4. Voila! You are now connected to your Remote Desktop computer through an SSH tunnel!

5. After you are done using Remote Desktop, exit from the program as normal and then you may close the PuTTY
program.
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